DNSMON

A‘-?. ',‘




DNSMON

* RIPE NCC service since 2003

* Monitoring important DNS zones
— root servers
— (most) “classic” gTLD and some of ccTLDs

— infrastructure zones, like in-addr.arpa or
el64.arpa

 Data collection and related visualizations

- https://atlas.ripe.net/dnsmon/
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DNSMON

Available data Visualized
« SOA (UDP/TCP)  Unanswered queries
* Traceroure (ICMP)  Response time
* hostname and version * Relative response time
(UDP) * Map of anycast instances
(later)

e |Pv4 & IPv6
JSON via API  |nreal-time

2 x RIPEATLAS
ANCHORS
http://anchorv2.ripe.net
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2014.08.20: root servers unanswered queries (>10%)
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Criteria for adding new zones

1. Requested by TLD operator themselves

. cCTLD in RIPE NCC service region operated by
RIPE NCC member

. Up to five gTLD under the control of RIPE
NCC member

- DNS Working Group mailing list



RIPE Atlas

Anton Baskov <anton.baskov@ripe.net>



What is a RIPE Atlas?

* A global network of probes that measure
connectivity and reachability of Internet
resources

— Monitoring critical internet infrastructure like a root
DNS servers

— Possibility to make measurements form everywhere —
any country, any network

 More than 6’400 probes — small devices hosted
around the world

— there are no probes in Antarctica yet




Custom measurements

* Ability to see your resources from any place of the
world

* Four type of user-defined measurements available:

* ping, traceroute, DNS measurements, SSL checks

* Your choose type, target, frequency, number of probes and
region!

* Can be integrated in your monitoring tool via API
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Traceroute

Number of hops
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SSL Certificate
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What you can get?

Look at your network from outside!

— Tool that monitoring your resources around the
world, integrated with your monltormg tools
(nagios, icinga) though API

— Trusted source of data

of directors




Host your own probe!

* By hosting a probe at your home, office or
network you earn credits, that you can spend
to own measurements

— Order your own probe at https://atlas.ripe.net/

— RIPE NCC members and Atlas sponsors have
additional benefits

USB powered probe — plug in and forget!



